Appendix 6 - Definitions

Word/Abbreviation Definition

Aanbestedingswet 2012 |Dutch Public Procurement Act 2012 (wetten.nl - Regeling -
Aanbestedingswet 2012 - BWBR0032203 (overheid.nl))

Algermnene General Government Purchasing Conditions 2018 (ARIV 2018
RijksinkoopvoorwaarderEngelse versie) | Publicatie | Rijksoverheid.nl)
(ARIV)

Algemene Verordening |General Data Protection Regulation (Regulation (EU) 2016/679,
Persoonsgegevens (AVG)|GDPR) (General Data Protection Regulation (GDPR) - Legal Text

gdpr-info.eu))
AP/ Application programming interface
CET Central European Time. Central European Time is one hour

ahead of the Coordinated Universal Time (UTC). This means

CET is UTC+1.
Client The party issuing the tender (Stichting Z-CERT).
CcVss Common Vulnerability Scoring System
Contractor The party submitting the Proposal for the tender.

Contracting Authority — [The party issuing the tender (Stichting Z-CERT).

csVv Comma-separated values

DANE DNS-based Authentication of Named Entities

Data Processing Pursuant article 28 of the GDPR data controllers need to sign a
Agreement (DFA) Data Processing Agreement.

DDoS Distributed Denial of Service

DKIM DomainKeys Identified Mail is an email authentication method

which uses a digital signature. This digital signature lets the
receiver of the email know that the message was sent and
authorized by the owner of the domain.

DMARC Domain-based Message Authentication, Reporting and
Conformance. DMARC is a type of email authentication
protocoal that helps to verify the origin of an email.



https://wetten.overheid.nl/BWBR0032203/2022-03-02
https://wetten.overheid.nl/BWBR0032203/2022-03-02
https://www.rijksoverheid.nl/documenten/publicaties/2022/01/17/ariv-2018-english
https://www.rijksoverheid.nl/documenten/publicaties/2022/01/17/ariv-2018-english
https://gdpr-info.eu/
https://gdpr-info.eu/

EEA European Economic Area consists of all the countries that are
currently part of the European Union and Iceland, Liechtenstein
and Norway.

Entra ID Microsoft Entra ID is a cloud-based identity and access
management which is used to access external resources.

Hacktivist The use of computer-based techniques such as hacking to
promote a political agenda.

/SO 27001 ISO/IEC 27001 is the international standard for information
security management. The ISO 27001 sets out a framework for
all organisations to establish an ISMS (Information Security
Management System).

JSON JavaScript Object Notation

Lot The tender is split into two (2) Lots: Lot 1 CTl Feed and Lot 2 CTI
Monitoring Dashboard. Each Lot requires a separate Proposal.

MFA Multi-factor authentication

MISP Malware Information Sharing Platform

NVP Nederlandse Vereniging voor Personeelsmanagement &
Organisatieontwikkeling / Dutch Association for Personnel
Management and Organization.

Proposal Consists of all the required documents that need to be filled in
by Tenderer: Appendix 1, Appendix 2, Appendix 3 and either
Appendix 4 (Lot 1) or Appendix 5 (Lot 2).

RaaS Ransomware-as-a-Service is a cybercrime business model in
which developers sell ransomware code to third parties. These
third parties can use the ransomware for their own pruposes.

REST Representational State Transfer

SaaS Software-as-a-Service is a software distribution model. The
software application is made available for end users (in this
case the Client).

SPF Sender Policy Framework is used to reduce spam.

S5O Single sign-on




SSL

Secure Sockets Layer

Stichting Dutch legal entity (foundation). (The stichting | KVK)
STARTTTLS An email protocol command.

STIX/TAXII Structured Threat Information eXperssion

TAXII Trusted Automated eXchange of Intelligence Information
Tenderer The party submitting the Proposal for the tender.

7LS 1.2 [Transport Layer Security 1.2

XML eXtensible Markup Language

24/7 24 hours, 7 days a week. 24/7 in this tender means it is

available/accessible at all times.



https://www.kvk.nl/en/rules-and-laws/the-stichting/

